What's probably my major eye-roller about libraries is planning. We don't. Oh, we say we do. We have lots of meetings talking about planning to plan, the need to plan, and the consequences of not planning. We even have a lot of paperwork about planning, including, usually, some cool planning documents, appropriately spiced with mission and vision statements, themselves the product of hours of angst per syllable. When you add it all up, the meetings with a few dozen people, the committees, the hallway discussions, and all the consternation, we spend tens of thousands of dollars on planning. 

Then when the time comes, we go do something else. This is so true that our computer support planning document now basically says we're going to keep on truckin'. Yup. We're gonna keep on keepin' on, and that's our job. Hidden in this little missive is an implicit part of our job, which is an attempt to keep everyone as much out of trouble as possible while at the same time keeping them from getting too angry at us for doing it. But basically we're trying to give ourselves enough slack so that we have time to do all the things people think of between the time they plan and when it really happens. 

To be fair, this is not always somebody's fault. It occurs because, well, things happen. This year we decided we had to do "timeout," which limits patrons to 60 minutes per day. This entailed figuring out how to do it, then visiting each of 150 PCs with significant software changes, a great deal of staff coordination and training, and 4 or 5 months to get everyone on board-some very enthusiastically, and some very reluctantly. 

Should we have done this? It's policy. It's politics. It had to be done. It was serious. Meanwhile, what we'd actually planned to do, which was spend some quality time on network security, had to be placed on the back burner while we put out the forest fire impeding our progress. In the case above we dealt with an "unknown unknown." There are those things you know you don't know (thus requiring further research), but there are also things that suddenly come up that you had no idea were going to become issues. Sometimes they are prompted by outside influence, and sometimes they come from within, when someone suddenly thinks of a good idea that would be really nice, if only computer services would do it. 

What Was Unplanned: Wi-Fi War Chalking 

Such is the case with wireless. We didn't plan for it. We didn't budget for it, but suddenly, it got cheap and viable, and it began to get a buzz. I thought it would be really cool if we could do this, so we spent $300 per branch and put it in. Now we have nine of the 10 advertised "hot spots" in the county, and Starbucks isn't even close. It's getting some good play in the county press. Suddenly we have a new service that was cheap and easy to put in. We talked about it a wee bit in June, but I had no idea we would implement it so quickly. Now it's in our meeting rooms, our public areas, and in some cases, it covers the parking lot. 

Wi-Fi: Wireless Fidelity. 802.11b. It just means that your laptop can pick up the Internet from the air, fast. At 11 megabits per second (mbps) it compares favorably with plain old Ethernet at 10 mbps. All you do is place a small firewall-type unit at the end of a Category 5 wire (that's $100), slap on a wireless hub ($200), and you're in business just like that. 

A Netgear RT311 handles the firewall and DHCP services. It can farm out dozens of IP addresses on a first-come, first-served basis, then spoof it to a single IP for the network. Wireless users can't see your network, but they can get to Amazon.com or wherever, in the comfort of their own easy chairs. They don't have to stare at small screens shoulder-to-shoulder with the next guy. A guy can spread out at a desk in a corner of the library. He isn't limited to 60 minutes. He can download if he wants to, and all he needs is a little $50 network interface card (NIC) for his laptop-or his PDA. These days, they are often built right in. It comes as part of the package. 

In big cities, like San Francisco and London, there is a phenomenon called "war chalking." Interested folks walk or drive around the city with an antenna made from a Pringles can and software made for sniffing out wireless networks. When they find one they draw two semi-circles on the sidewalk like so:)(This is the symbol for a hot spot, one of those 600-foot circles where, if you're inside, you're connected. We're having signs made up that look just like the symbol: Wireless available here. 

No more wires. We can put PCs anywhere we want to. Electrical outlets are still more prevalent than cable. They'll share bandwidth with the laptops, but if we can keep this to a dull roar, there will be plenty for everyone. We aimed one hub at the parking lot just for giggles and PR. Indeed, you can drive into the parking lot after the library is closed, then surf the night away. It's amazing. I thought we were a couple of years away from wireless, and now it's done. When you finally show up at the library with your brand new laptop with 802.11b, we'll be waitin' for ya! And if you show up after the library's closed, we'll keep the light on for you, too. 

Back to the Plan: Security 

Putting off a security project for something unplanned is not a good idea. I've written before in these pages about our trials with hackers, spammers, viruses, and all manner of threats to our vulnerable network. We've been beat up, rolled over, kicked, eaten alive, spit out, and left for dead so many times it hardly surprises me any more when we have to deal with yet another attack from a completely new direction. It is common to hear security experts tell you that if you put a vulnerable computer on the Internet, it will be compromised within 24 hours. 

If you're up-to-date with your patches, expressed as within days, not weeks or months, and if you have robust virus protection, once again with up-to-date definitions from this week, and if you have a firewall with all those extraneous ports plugged, and if you've turned off all that stuff you shouldn't have running on your servers anyway, then you've done part of the job. 

But you're not safe. This was brought home to me in a rather eye-opening way when we installed an "Intrusion Detection System" on our network. I'll tell you more about the system below. It was fairly easy to install. It sits outside the firewall and listens for traffic it thinks is suspicious. When it finds traffic of that nature, it stops and reports it. And this is what it found in one weekend: 

Automatic port scanners from around the world attacked our network thousands of times in 72 hours. They probed every port of every IP address looking for an opening. That's several thousand IP addresses. We have 12 Class C networks and they probed every device on every network. First they "port scan" and if they find an opening, they return for a better probe of a suspect vulnerability. 

We've been probed from dozens of countries and from every continent. Probes originated in Italy, Great Britain, Peru, Equador, Brazil, Turkey, Poland, Romania, Australia, and the Philippines. They came from Korea, China, and Japan. They were from Malaysia, France, Germany, Belgium, Israel, and India. More came from Sweden, Mexico, and Morocco, and a rather steady stream from the United States and Canada. Some were one-time scans. Some were persistent, lasting several days. 

The thing is, they've been there for some time. They're always probing, always scanning, every minute of every day. We just never saw them. We kind of got an inkling when we put up a scanner to sniff our own network and saw quite a few ICMP (Internet Control Message Protocol) packets coming from the Net. Those are "pings" and there were an unusual number of them. We began to tighten our access control lists and even block whole classes of networks, but this is like trying to protect yourself from hail by stopping each grain individually. Actually when I saw the extent to which we were being probed, I thought first that it is absolutely inevitable that we get hit on occasion, and second that our defenses must be pretty good to get hit so rarely. I hope that's not an excess of hubris on my part. You just have to see one of these graphs. 

I'm a little afraid to tell you exactly how this works; therefore, I will confine myself to what the Web site says at http://www .forescout.com. If you're interested, you go to the site and read about what they'll tell you in public, then call these guys up and see what they can do for you. Here's basically how it works: The Intrusion Detection System (IDS) listens for traffic. If it sees a port scan or other suspicious activity, it monitors that activity. If a scan turns into a specific probe, the system sends back data saying, "Yeah, we're here and this is our address." The Bad Guys now think they have a target of opportunity, so they return a second time to ask if we really are there. The IDS system knows it's the Bad Guys because when the IDS said, "Yeah, we're here," it added some secret stuff. The Bad Guys are trying to spend a marked bill, and when they do that-Zap!-they're caught. The beauty of this whole thing is that they don't need to rely on "signatures," whic! h are profiles of certain attacks that can be identified because they've been seen before. Many IDS systems work on signatures alone, which means, just like our departments, they don't know about the unknown unknowns. With this system it doesn't matter. They react to behavior. 

The company says all this in much more erudite language than I can muster, but that's the basic idea. It's just like the cops setting up a phony fence operation and getting the crooks to pawn their stuff with the fence. They put out the bait. The Bad Guys bite on it. The thing is, most of this is done on autopilot. We don't sit and watch these scans happen. The IDS takes care of it. The Bad Guys don't watch theirs either. The software does the entire job for them. In most cases, they don't even know they've been blocked. 

That's a good thing, but I've taken to writing to the networks I can identify to see what's going on. In many cases what we see is a DSL provider with a customer who has a 24-hour connection. These networks are huge, and in many cases with dynamic addressing, they might not be able to trace or want to. But sometimes these scans come from places that are identifiable. What we found was interesting. In one case a company was scanning our IP addresses because they are mapping the Internet, literally. They make colorful maps showing the Internet as a cloud of inter-connections, each point of which is a successful ping. In another case one of our patrons opened up an IRC (Internet Relay Chat) connection with a network, which returned a probe to see if the IRC was really a worm attempting to access their network. So, not all scans are bad. But I have to say that this IDS system has very few "false positives," which are the bane of any intrusion system. If one of these cries wol! f too many times, you're not going to pay as much attention. 

I hope we all pay attention to this basic issue: If you have a permanent Internet connection, i.e., routers, hubs, lots of computers on all day long and a permanent pipe to the Big-I Internet, then chances are you are being scanned on a daily basis. Virus protection and firewalls are not enough protection. They won't save you by themselves. This short article is certainly not a comprehensive review of the threat and the various counter-measures available. We need a whole lot more work and training. One of those $2,500 CERT training courses (http://www.cert.org) may not seem quite as unreasonable when you compare it to the cost of losing your network. Good luck. 

